
BATAS.ORG · PHILIPPINE LAW LIBRARY

NATIONAL ADMINISTRATIVE REGISTER · JANUARY 24, 2006

EXEMPTIONS OF OFFICERS AND EMPLOYEES FROM THE
PROHIBITION OF MAINTAINING DEMAND DEPOSITS IN THEIR
PLACES OF ASSIGNMENT

BSP CIRCULAR NO. 508, S. 2006, January 24, 2006

Read online (full-text search, related cases, audio case brief): https://batas.org/library/33530df59d60/

Pursuant to Monetary Board Resolution No. 49 dated 13 January 2006, Section X204 of the Manual of
Regulations for Banks (MORB) is hereby amended, as follows:

“Section X204. Current Accounts of Bank Officers and Employees. AS A GENERAL RULE, officers and
employees of banks, their spouses and relatives within the second degree of consanguinity and affinity,
including partnerships, associations or corporations in which such officers and employees, their spouses and
relatives within the second degree of consanguinity and affinity, individually or as a group, own or control at
least a majority of the capital are prohibited from maintaining demand deposits or current accounts with the
banking office in which they are assigned.

HOWEVER, OFFICERS AND EMPLOYEES WITHOUT DIRECT ACCESS AND INVOLVEMENT IN
THE HANDLING OF TRANSACTIONS AND/OR RECORDS PERTAINING TO DEMAND DEPOSITS
OR CURRENT ACCOUNTS IN THE BANKING OFFICE WHERE THEY ARE ASSIGNED SUBJECT TO
THE FOLLOWING CONDITIONS:

1. IT SHALL BE THE RESPONSIBILITY OF THE BANK CONCERNED TO IDENTIFY THE OFFICERS,
EMPLOYEES, DEPARTMENTS OR UNITS WITH DIRECT INVOLVEMENT IN ITS DEMAND
DEPOSIT OPERATIONS AND/OR DIRECT RECORDS.

2. THE OPENING OF CURRENT ACCOUNTS OF OFFICERS AND EMPLOYEES SHALL BE SUBJECT
TO APPROVAL OF THE HEAD OF THE BRANCHES DEPARTMENT OR ANY DESIGNATED HIGHER
RANKING OFFICER;

3. THE FOLLOWING MINIMUM OPERATING CONTROL MEASURES SHALL BE IMPLEMENTED
TO ENSURE SYSTEMS INTEGRITY AND MITIGATE TECHNOLOGY-RELATED RISKS:

a. TAGGING OF ACCOUNTS. SAVINGS AND DEMAND DEPOSITS OF OFFICERS AND
EMPLOYEES, THEIR SPOUSES AND RELATIVES WITHIN THE SECOND DEGREE OF
CONSANGUINITY AND AFFINITY, INCLUDING PARTNERSHIPS, ASSOCIATIONS OR
CORPORATIONS IN WHICH SUCH OFFICERS AND EMPLOYEES, THEIR SPOUSES AND
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RELATIVES WITHIN THE SECOND DEGREE OF CONSANGUINITY AND AFFINITY,
INDIVIDUALLY OR AS A GROUP, OWN OR CONTROL AT LEAST A MAJORITY OF THE CAPITAL
SHALL BE TAGGED IN THE BANK’S CURRENT ACCOUNTS/ SAVINGS ACCOUNT (CA/SA)
SYSTEM;

b. MONITORING OF ACCOUNTS. ALL ACCOUNTS MAINTAINED BY OFFICERS, EMPLOYEES
AND SAID RELATIVES INCLUDING THEIR BUSINESS INTERESTS SHALL BE MONITORED BY A
DESIGNATED OFFICER WHO SHALL BE RESPONSIBLE FOR ENSURING THAT ACCOUNTS OF
OFFICERS AND STAFF ARE PROPERLY MAINTAINED. ANY IRREGULARITIES IN THE ACCOUNT
ACTIVITY SHALL BE PROMPTLY INVESTIGATED AND REPORTED TO THE APPROPRIATE
MANAGEMENT LEVEL.

c. ACCESS CONTROLS. ACCESS TO ALL DATA, APPLICATION SOFTWARE, OPERATING
SYSTEMS AND UTILITIES MUST BE RESTRICTED TO AUTHORIZED PERSONS THROUGH
APPROPRIATE IDENTIFICATION MECHANISMS AND ACCESS CODES AND SUCH
AUTHENTICATION AND AUTHORIZATION CONTROLS MUST BE FULLY DOCUMENTED AND
AUDITABLE. NO OFFICER OR EMPLOYEE, REGARDLESS OF RANK OR POSITION, SHALL BE
ALLOWED TO PROCESS ANY TRANSACTION FROM INITIATION TO FINAL AUTHORIZATION;

d. DATA CAPTURE: OPERATING PROCEDURES FOR DATA CAPTURE, UPDATE AND RETRIEVAL
MUST BE STRICTLY ADHERED TO. THE OPERATING SYSTEM SHALL MAINTAIN A PERMANENT
RECORD OF EACH AUTHENTICATED USER SESSION INCLUDING EVERY USER INPUT.

e. AUDIT TRAILS. DETAILED RECORDS AND AUDIT TRAILS SHALL BE MAINTAINED TO
SUBSTANTIATE THE PROCESSING OF ALL TRANSACTIONS. AUDIT TRAILS MUST BE
REVIEWED PERIODICALLY BY A DESIGNATED OFFICER COMMENSURATE WITH THE RISK
LEVEL OF THE INFORMATION SYSTEM. THE REVIEW PROCESS MUST ENSURE THAT THE
REVIEWER DOES NOT REVIEW HIS/HER OWN ACTIVITY.”

This Circular shall take effect fifteen (15) days following its publication either in the Official Gazette or in a
newspaper of general circulation.

Adopted: 24 Jan. 2006

(SGD.) AMANDO M. TETANGCO, JR.
Governor
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