G.R. No. 203335. February 18, 2014 (Case Brief / Digest)

Title: Disini Jr. et al. vs. The Secretary of Justice et al.: A Landmark Case on the Philippine
Cybercrime Prevention Act of 2012

**Facts:**

The Cybercrime Prevention Act of 2012, known as Republic Act (R.A.) 10175, was enacted
to address crimes committed through the internet and other related media. Following its
enactment, various petitioners, including academicians, journalists, and legislators, filed
separate petitions before the Supreme Court challenging the constitutionality of several
provisions of the Act. These petitions were eventually consolidated due to their similar
subject matter.

The law aims to address various cybercrimes, including illegal access to computer systems,
data interference, cybersquatting, cybersex, child pornography, and libel, among others.
However, the petitioners argued that certain provisions of the law violated constitutional
rights, including the right to freedom of expression, due process, equal protection, and
privacy of communication.

The procedural posture involved multiple petitions being filed in different capacities, with
the petitioners seeking to declare several provisions unconstitutional. They argued against
the Act’s provisions on illegal access, data interference, cybersquatting, identity theft,
cybersex, child pornography, unsolicited commercial communications, and online libel,
among others. The petitions were consolidated, leading to oral arguments before the
Supreme Court, which eventually issued a temporary restraining order against the
implementation of the law.

**[ssues:**

1. Whether certain provisions of R.A. 10175 infringe upon constitutional rights, including
freedom of expression, due process, equal protection, and privacy of communication.

2. Whether the law adequately provides for the identification, prevention, and punishment
of cybercrimes without overstepping constitutional boundaries.

**Court’s Decision:**

The Supreme Court declared several provisions of the Act unconstitutional while upholding
others. Key decisions include the unconstitutionality of Sections 4(c)(3) (unsolicited
commercial communications), 12 (real-time collection of traffic data), and 19 (restricting or
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blocking access to computer data) for violating freedom of expression and privacy. The
Court partially invalidated Section 4(c)(4) (online libel) by upholding it for the original
authors of libelous content but striking it down for those who merely receive and react to
libelous posts. Section 5’s penalties for aiding or abetting cybercrimes were upheld for
specific offenses but declared void where it pertained to online libel, child pornography, and
unsolicited communications due to its vagueness and potential chilling effect on freedom of
expression.

**Doctrine:**

The decision reinforced the importance of safeguarding constitutional rights in the digital
age, emphasizing the need for laws to be narrowly tailored to avoid infringing upon freedom
of expression and privacy. It established the principle that while the government has the
authority to regulate cyberspace to prevent crimes, such regulations must not overreach
and must respect fundamental freedoms.

**Class Notes:**

- Cybercrime laws must ensure the protection of constitutional rights, including freedom of
expression and privacy.

- Key constitutional tests applied: Strict scrutiny for fundamental rights, overbreadth
doctrine for free speech, and void for vagueness for legal clarity.

- Relevant Provisions: R.A. 10175 Sections 4(c)(3), 12, 19 regarding unsolicited
communications, traffic data, and blocking access were declared unconstitutional.

- The principle of double jeopardy applies in cyber law, particularly concerning online libel
and child pornography.

**Historical Background:**

The passage of R.A. 10175 marked the Philippines’ effort to address the growing threat of
cybercrimes. Its challenge before the Supreme Court tested the balance between enforcing
law and order in cyberspace and protecting constitutional rights. The case exemplified the
judiciary’s role in examining legislation’s constitutionality, especially concerning new
technological frontiers like the internet.
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